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| PROFILE

Security researcher and Python developer focused on practical offensive-security
automation, network forensics, agentic Al, and evidence-driven technical work. Builds
operator-controlled systems that connect language-model reasoning to deterministic
security tooling.

I SELECTED RESEARCH & ENGINEERING
Cyber-CoPilot

Terminal-native, multi-agent offensive-security framework written in Python.

" 149 Python modules, approximately 70,500 lines of code, ten specialist agents, and 60+
MITRE-mapped tools.

= ReAct execution, ChromaDB target memory, typed discovery sharing, loop detection, and
seven-strategy failure recovery.

" Human approval gates, scope enforcement, replayable logs, and automated Markdown/PDF
reporting.

FlagSniff / PCAP Network Analyzer

Desktop network-forensics platform for packet inspection and automated threat detection.

" Combines stream reconstruction, suspicious-traffic detection, tool-using Al, RAG-assisted
investigation, and report export.

= Designed for repeatable DFIR and CTF workflows with visualization, recovery controls, and
detailed packet inspection.

| EXPERIENCE

2024 - PRESENT

2024 - PRESENT

Penetration Tester / Security Researcher DFRSC | 2024-2025
Conducted penetration tests and vulnerability assessments in a research environment;
documented flaws and practical remediation guidance.

LLM Security / Prompt Engineering Supportiyo | 2024-2025
Evaluated prompt injection, jailbreak, adversarial inputs, and robustness boundaries across
deployed language and voice systems.

I CTF LEADERSHIP

" 1st Place - UCP Takra CTF 2026
= 1st Place - Inter University Cyber Triade Battle
" Runner-Up - Cyber Battle Pakistan 2026

CORE CAPABILITIES

Web application security and OWASP Top 10
Network reconnaissance and attack-surface
analysis

PCAP analysis and digital forensics

Agentic Al, RAG, and security automation
LLM red teaming and adversarial testing
Finding validation and technical reporting

TECHNOLOGY

Python, NLP, ChromaDB, ReAct systems
Burp Suite, Nmap, Metasploit, Wireshark
Autopsy, FTK Imager, x32dbg

Nuclei, SQLMap, Impacket, BloodHound
Git, Linux, Windows, MITRE ATT&CK

CERTIFICATIONS

Certified AppSec Practitioner - SecOps Group

Certified Network Security Practitioner -
SecOps Group

Practical Ethical Hacker - TCM Security
Certified White Hat Hacker - LGU
Certified Computer Forensics Analyst - LGU

EDUCATION

B.S. Digital Forensics &
Cyber Security

Lahore Garrison University
Candidate 2026

AUTHORIZED SECURITY RESEARCH AND CONTROLLED LAB WORK ONLY
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